RAEERL|
1. ZREEEHE

ot

1.1 ZRES

uname -a —RBRRZRETIRERARER
hostnamectl —EFMIZE VB
uptime —EFRYIEITHTIE]

top —KINEFRAIHIE

htop —BERIFNAFHIZER

1.2 RFEEE

£if

=155

* dpkg -1 —FIHBELENEKHEE (Debian/Ubuntu)
* rpm -qa —YIHELRENIMHEE (RHEL/CentOS/Fedora)

Debian/Ubuntu (APT)

sudo
sudo
sudo
sudo
sudo

apt
apt
apt
apt
apt

update —EFTIMHIR

upgrade —ARELENUNHEE
install <package> —RENRMHE
remove <package>-—%§&%$ﬂ#?ﬁg
search <package> —{EERMHE

RHEIL /CentOS/Fedora (DNF)

sudo
sudo
sudo
sudo
sudo

dnf
dnf
dnf
dnf
dnf

update —FHIHE (Fedora 22 LU, RHEL 8/CentOS 8)
install <package> —LIEIMHE

remove <package> —TSFRE4HE

search <package> —{ERNHEHE

upgrade —HARIRMHE

IR (YUM for CentOS 7 / RHEL 7)

sudo
sudo
sudo
sudo

yum
yum
yum
yum

* journalctl —BEFRAHE
* dmesg —BEEFAZBE

update —EBHIMHE

install <package> —LEINHE
remove <package> —HFRI4HE
search <package>-—?§?§$ﬁﬂ?fﬂ



» /var/log/ —&EFHMBAET XM, U syslog. auth.log

2. XFRFER
2.1 EEHMRESR

df -h —ERHMETEFERIBER

du -sh /path/to/dir —EFBERHE RN
1sblk —FIHFIBERIZE

fdisk -1 —SIHFAE#MESKX

2.2 RIEMEEXHRS

e sudo mkfs.ext4d /dev/sdX1 —BliE extd XHARS
* sudo mkfs.xfs /dev/sdX1 —BliE xfs X&EZRS

e sudo mkfs.btrfs /dev/sdX1 —BI# btrfs X &%
e sudo mount /dev/sdX1 /mnt —IGBYHEELE

e sudo umount /mnt —EEFIEFRVELE

2.3 /etc/fstab EEE

e sudo nano /etc/fstab —4miE fstab X4, IREHFVBohES, ~FIECE: /dev/sdal
/mnt/data ext4 defaults 0 O

2.4 WENE

* sudo cryptsetup luksFormat /dev/sdX1 —SIEMNZESDX
* sudo cryptsetup luksOpen /dev/sdX1 my_encrypted disk —¥JHINZESDX

3. MEEE
3.1 MKERE

EaR%EOER

* ip addr show —RRMLEOMN IP #tHHER
* ifconfig —|HhREF<, BRMKZEAEGEE

FE#S IP it

e Debian/Ubuntu: 4% /etc/network/interfaces X “‘bash iface ethO
inet static address 192.168.1.100 netmask 255.255.255.0 gateway
192.168.1.1 RHEL/CentOS/Fedora: f£f nmcli &<



sudo nmcli con mod “System eth0” ipv4.addresses 192.168.1.100/24 sudo
nmcli con mod “System eth0” ipv4.gateway 192.168.1.1 sudo nmcli con mod
“System eth0” ipv4.method manual sudo nmcli con up “System eth0” 3.2 &
2B ping —MiX SiniE EVIAEE Y traceroute —REEMLZEEH netstat -tuln —&
ERAAPEERFANEDO nc (Netcat) nc -zv —HEFNENFEOSTETERETH M nc -1

—EREANHO, EANRSSHRHER nc —EZIEEENEETRO, FABTFPIHRFER nc
v —EREZFHAEE nmap nmap —H3EBEFRENHARHEA nmap -sP —Ping 31&
—NFRM, FIHFERNEN nmap -sS —fFEA SYN HE#HTHOAE (EFRK) nmap
-0 — M BARENMIRER S Tecpdump tecpdump -i ethO —7E# 0 eth0 EHMEFRA
JRE tcpdump -i ethO port 80 —{X#MEX HTTP K& (%O 80) tcpdump -w out-
put.pcap —EEFEMEIEE S A tcpdump -r output.pcap — Ik FE IS 143
794 3.3 DNS EZ& sudo nano /etc/resolv.conf —F2&E DNS AR 38 nginx £l
nameserver 8.8.8.8 nameserver 8.8.4.4 4. £2%E1E 4.1 HF &I sudo useradd
username — @I A sudo userdel username —fifRAF sudo passwd user-
name —i&BAFPZH sudo groupadd groupname —8IE#FHAF A sudo gpasswd
-d username groupname —&FHEF MAFRIER 4.2 REIE chmod 755 —BEASX 14X
PR chown user:group —EBEXHFAEEMBAF A chgrp — B XHNEFA 4.3 B5A
EEE TR YAIPAIENRS sudo ufw status (Debian/Ubuntu) sudo firewall-cmd
-state (RHEL/CentOS/Fedora) BARAtE sudo ufw enable (Debian/Ubuntu)
sudo systemctl start firewalld (RHEL/CentOS/Fedora) N5 ASEFN sudo ufw
allow 22/tcp (Debian/Ubuntu, 7 SSH) sudo firewall-cmd -zone=public -
add-port=80/tcp -permanent (RHEL/CentOS/Fedora, 71 HTTP) 4.4 SELinux
fcE ((WEFATF RHEL/CentOS/Fedora) getenforce —&%& SELinux Hallk& (En-
forcing. Permissive. Disabled) sudo setenforce 0 —IlfB¥22F SELinux sudo nano
/etc/selinux/config —kAZHA SELinux (f&2f SELINUX=disabled) 5. ARE&5M#HiE
BIE 5.1 BIEARS £ systemct]l EEARSS (EAF RHEL/CentOS/Fedora LUK fEFA
systemd BIZ %)

sudo systemctl start —E51IRSS sudo systemctl stop —1F1EARSS sudo systemctl
restart —E/Z k% sudo systemctl enable —&BREZ AN EE sudo systemctl status
—BERSNKE 5.2 BIEHIE ps aux —EFHFIRA LHAAEHE top —LHNEFHRERE
B kill —£&1E#72 killall —&IHEEZIFNFIEHTE 6. FMHMIRE 6.1 FH tar #1TH
/B X% tar -czvf backup.tar.gz /path/to/directory tar -xzvf backup.tar.gz -C
/path/to/restore/ 6.2 £/ rsync #1TXHFEF EH X4 rsync -avz /path/to/source/
/path/to/destination/ 7. RAKRE 7.1 EERSiLEE free -h —EFREFERBER top

—&%F CPU MRFERENR iostat —&EFHE 1/0 148 vinstat —EFEINREFFERER
7.2 BRB RFIEE R sudo sysctl -w vm.swappiness=10 —i& B35 X LERK

ki (Firewall)

RHEL/CentOS il : firewalld(ZAAER firewalld) %] firewalld: sudo systemctl
stop firewalld # =1t firewalld RS sudo systemctl disable firewalld # ZH
firewalld RRSSFHEEH X iptables (MIRZZKEM firewalld) : - sudo systemctl
stop iptables # {Z1k iptables AR$% sudo systemctl disable iptables # 2/ iptables
AR5 F#EEh SELinux RHEL/CentOS BAIAEA T SELinux, XM SELinux #{ETF: -
I&BY22 A SELinux: - sudo setenforce 0 - kA ZF SELinux: 453§ /etc/selinux/config



X, ¥ SELINUX=enforcing &2 SELINUX=disabled, ARER&%, LVM %
£ RHEL/CentOS & Ai2{E - £ LVM I A: sudo yum install lvim2 - 5| #&EH
(VG) : sudo vgs - 5IHiZ4#E% (ILV) : sudo lvs - g|EHH (VG) : sudo vgcreate
/dev/sdX - gIE&iZ4E% (LV): sudo lvcreate -n -L - ' RiZiE% (ILV): sudo lvextend
-L + /dev// sudo resize2fs /dev// - fiffZ1EE (LV) : sudo lvremove /dev// - il
Bx%&4H (VG) : sudo vgremove - flif¥IE%E (PV) : sudo pvremove /dev/sdX R4
ftE RHEL/CentOS 7 ZRIMM-EAE £ RHEL/CentOS 7 Z&j, MEEEBEIHIE
/etc/sysconfig/network-scripts/ifcfg- XEFREE, UTR— M EEH ifcfg-eth0 BEE
XM # /etc/sysconfig/network-scripts/ifcfg-ethO

DEVICE=eth0 # W% # O & # 8 BOOTPROTO=static # B E&#S [P ON-
BOOT=yes # BB B A% % O IPADDR=192.168.1.100 # # & IP it
NETMASK=255.255.255.0 # FW# B GATEWAY=192.168.1.1 # EIAM X
DNS1=8.8.8.8 # DNS fr5528 DNS2=8.8.4.4 # DNS pk%2s DEFROUTE=yes A
BTfIfERE: - DEVICE=ethO: 5 O% %7 ethO, - BOOTPROTO=static: S
IP E2&, - ONBOOT=yes: &®nizAEBINEH, - IPADDR=192.168.1.100: Ed&##
A IP sk, - NETMASK=255.255.255.0: B & FM##8h8, - GATEWAY=192.168.1.1:
IEEIAM X, - DEFROUTE=yes: $ZzEORENRIAKREO, NAKE: sudo
systemctl restart network

RHEL/CentOS 8 ZFHMFKEE M RHEL/CentOS 8 s, WEEETATESEMM
1L, FFBBIAER NetworkManager & nmcli TEREEWNSE, HFEMARDTREMN
BB X f/etc/sysconfig/metwork-scripts/ifcfg-ethO X4, AILUEE A e EHHIN
HEREHMEERE: - #H8 nmcli EFMMNEFIEZED: sudo nmcli connection reload - 3
BEFMLEO: sudo nmcli connection down eth0 && sudo nmcli connection up
ethO IIEMEECE AU THSEENLZONKS, R NetworkManager iEfiR
7 ifcfg-ethO BR&E X4 AYIEE . nmcli connection show eth0 (% : ip a show eth0

fr:kiE (Firewall) Debian/Ubuntu: - &#i€: ufw (Uncomplicated Firewall) 5%
iptables - %@ UFW BhAdE (BAIAER UFW) @ - sudo ufw disable # 2 UFW Bj
X3& sudo systemctl disable ufw # £2/H8 UFW REHAESD - X iptables: - sudo
systemctl stop iptables # {1t iptables fR55 sudo systemctl disable iptables #
=M iptables IRSFHIEE) AppArmor Debian/Ubuntu EiA&E EA SELinux, Me
A AppArmor #{7iA1E)iEH]. MARMEFEEFEA SELinux, AJLUBIRE selinux &K
BHR: - £% SELinux: sudo apt update sudo apt install selinux-basics selinux-
policy-default - IIFEZ A SELinux: sudo setenforce 0 - 5k AZ M SElinux: 4§38
/etc/selinux/config, ¥ SELINUX=enforcing €249 SELINUX=disabled, AG&
B%&%, LVM #2{F Debian/Ubuntu: - LVM T E#&#if: lvm2 sudo apt update sudo
apt install lvm2 LVM ERRE - 5IHEH (VG): sudo vgs - §|HiBIESE (LV): sudo
lvs - 8EEH (VG) : sudo vgcreate /dev/sdX - 8lEiZiE%E (LV) : sudo lvcreate
-n -L - ' B#ESE (LV) : sudo lvextend -L + /dev// sudo resize2fs /dev// - ffiIf#&
5% (LV) ! sudo lvremove /dev// - flixE4H (VG) : sudo vgremove - fF¥IES
(PV) : sudo pvremove /dev/sdX M4EECE Ubuntu 20.04 Z &1 £/ interfaces i&
&1k £ Ubuntu 20.04 Z#i, WHREEXHEE N /etc/network/interfaces. LU=
—MESMECE MR . /etc/network/interfacesLoopback interface auto lo iface lo

4



inet loopback

Wired interface (eth0) with static IP auto ethO iface ethO inet static address
192.168.1.100 & E & & IP netmask 255.255.255.0 & B F WL gateway
192.168.1.1 & & ZAIAM * dns-nameservers 8.8.8.8 8.8.4.4 i & DNS IR 88
Wired interface (ethO) with DHCP

auto ethO iface ethO inet dhcp B DHCP $£EX IP it Wireless interface (wlanO)
with static IP auto wlanO iface wlanO inet static address 192.168.1.101 net-
mask 255.255.255.0 gateway 192.168.1.1 wpa-ssid “YourNetworkName” Wi-
Fi E R wpa-psk “YourNetworkPassword” Wi-Fi ZF5 - auto eth0: FRiEO
eth0 STEBMINEIB B, - iface ethO inet static: &&#&Z IP, - iface ethO inet
dhcp: £ DHCP Bzh3kEX IP ik, - dns-nameservers: EZ& DNS RSBz

Ubuntu 20.04+ £/ netplan EEE&EHR M Ubuntu 20.04 734, netplan A7 EiA
MMEERE TR, EEEXH@EENMT /etc/netplan/ BFE F. UTR—1EEM 50-cloud-
init.yaml EcE#iR: # /etc/netplan/50-cloud-init.yaml

network: version: 2 renderer: networkd # f#f systemd-networkd {E/E4225
ethernets: ethO: # MERR dhcp4: false # 2 DHCP JREX IPv4 it addresses:
-192.168.1.100/24 # &KEFS IP FM1FMHEES gateway4: 192.168.1.1 # i&KEEIAW
* nameservers: addresses: - 8.8.8.8 # i&¥& DNS iR5523 - 8.8.4.4 FE IR
- version: 2: ¥ netplan EEEMARAS, - renderer: networkd: #EEEA systemd-
networkd ;EZ2s (2rILUFEH NetworkManager, BURFRSAEE), - eth0: MER
¥R, AIRERIBIRNARSZAREMARE, - dhcp4: false: ZMAH DHCP, - addresses: i&&&
7 IP ik, - gateway4: &EBEIAMX, - nameservers: i&& DNS kB85, FEHRIET
EEXHGE, NMAHMNMEEE: sudo netplan apply

etcd RIFCE 1. etcd FETEISAR 1.1 [M@ER - 7 K8S &8, 1T kubectl #
€, MIRZ4E5118 - B = K8S KREIBITARE - BEFE RSN EF top - 13:49:55 up 61 days,
2:30, 2 users, load average: 26.59, 37.72, 30.98 Tasks: 741 total, 1 running,
740 sleeping, 0 stopped, 0 zombie %Cpu(s): 1.8 us, 1.6 sy, 0.0 ni, 94.2 id, 2.5
wa, 0.0 hi, 0.0 si, 0.0 st - £ etcd 7=fi# cd /opt/lib/etcd/ # du -hs 517M member
[root@etcd]# cd member/ [root@k8s-master-node member]# du -hs 90M
snap 428M wal [root@k8s-master-node member]# cd wal/ [root@k8s-master-
node wal]# du -hs * 62M 0000000000000067-00000000005f06a4.wal.broken
62M 00000000000009ad-0000000008b4afe0.wal 62M 00000000000009ae-
0000000008b591d9.wal 62M 00000000000009af-0000000008b66cbh4.wal
62M 00000000000009b0-0000000008b74d95.wal 62M 00000000000009b1-
0000000008b830cb.wal 62M 1.tmp [root@k8s-master-node wal]# du -hs
428M . 1.2 B4 - EHESAEE: 28 wal XHELHBAT 428MB, XM FET N
AERNREEMNBRANHIEE, LHEIAXEXHFFLIEKE, AR SRFMEEIE
K, HMEMAK MR, .wal.broken XHWEE: XHFHHM. wal.broken X, &
TAZEBANHERNAETHIR. NFEHRSTRAEE. /O HEFIHMRE. - RZ=
BIENE: BEFI EchAIRMERIEEENNSE], FTeESEH wal XHH g 4RI
R, EMEETEIAE. 2 AALIEDTRE 2.1 F etcd £EEEMHIKS etedctl -
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endpoints=https://10.237.239.23:2379

-cacert=/etc/ssl/etcd/ssl/ca.pem
-cert=/etc/ssl/etcd/ssl/node-k8s-master-node.pem
-key=/etc/ssl/etcd/ssl/node-k8s-master-node-key.pem

endpoint status -write-out=table [ElF] 85IHEX: ENEETE CEXEINERILLH
A 2.2 BEYBTRAS(JE LRFPRRZA)etcdct] -endpoints=https://10.237.239.23:2379
-cacert=/etc/ssl/etcd/ssl/ca.pem
-cert=/etc/ssl/etcd/ssl/node-k8s-master-node.pem
-key=/etc/ssl/etcd/ssl/node-k8s-master-node-key.pem

endpoint status -write-out= “json” | egrep -0 ‘ “revision” :[0-9] | egrep
-0’ [0-9]) =HII—BEHFLL 1234567 Itk AMRES 3.3 ITZBEESE etedctl -
endpoints=https://10.237.239.23:2379

—-cacert=/etc/ssl/etcd/ssl/ca.pem
-cert=/etc/ssl/etcd/ssl/node-k8s-master-node.pem
-key=/etc/ssl/etcd/ssl/node-k8s-master-node-key.pem

compact 1234567 (BT RRES) 4.1 EFNE etcd EEFHERES etedctl
-endpoints=https://10.237.239.23:2379

-cacert=/etc/ssl/etcd/ssl/ca.pem
-cert=/etc/ssl/etcd/ssl/node-k8s-master-node.pem -key=/etc/ssl/etcd/ssl/node-
k8s-master-node-key.pem endpoint status -write-out=table [EIF] BETMKGE,
DB SIZE MIERH 94M -> 8.9M 4.2 ERHARES R4 [0 fF L ZIBAZFEE top -
15:05:39 up 61 days, 3:46, 1 user, load average: 6.97, 7.47, 7.83 Tasks: 728
total, 3 running, 725 sleeping, 0 stopped, 0 zombie %Cpu(s): 20.3 us, 2.1 sy,
0.0 ni, 77.3 id, 0.2 wa, 0.0 hi, 0.0 si, 0.0 st

1. etcd & HA XNHESER etcdctl TE#TT etcd EBNED, HERIREE
mMEEBHNEIE, &M etcd-backup.sh bash E #4548 #!/bin/bash E
B ETCDCTL _API=3 ETCD ENDPOINTS="https://10.237.239.23:2379”
ETCD CA FILE="“/etc/ssl/etcd/ssl/ca.pem”ETCD CERT FILE="/etc/ssl/etcd/ssl/node:
deepflow-slave5-dongjinjiang.pem”ETCD KEY FILE="“/etc/ssl/etcd/ssl/node-
deepflow-slave5-dongjinjiang-key.pem” BACKUP DIR= “/backup/etcd”
DATE=(date + "{BACKUP_DIR}/etcd-backup-${DATE}.db” #lE2&# B S
(MRAEFE)mkdir-p BACKUPRLIR  etcdctl—endpoints =ETCD _ENDPOINTS
-cacert=FTCD ApILE — —cert =ETCD_CERT FILE
~key=$ETCD KEY FILE
snapshot save $BACKUP FILE #H &% X8R echo “Backup saved to
$BACKUP FILE” i%FH:

 {EF etcdctl snapshot save @< EEHD eted HIE,
o EMXHBREIIEENEF (/backup/etcd), XHZEEMEE,

2. etcd MEMA LHAKRSE etcd NEABEMEIIEENE DX MH. MERZ: etcd-
restore.sh #!/bin/bash EE & I ETCDCTL API=3 ETCD ENDPOINTS=
“https://10.237.239.23:2379” ETCD CA FILE= “/etc/ssl/etcd/ssl/ca.pem”
ETCD CERT FILE=“/etc/ssl/etcd/ssl/node-deepflow-slave5-dongjinjiang.pem”
ETCD KEY FILE= “/etc/ssl/etcd/ssl/node-deepflow-slave5-dongjinjiang-



key.pem” BACKUP FILE= “/backup/etcd/etcd-backup-YYYY-MM-DD HH-
MM-SS.db” ZFTEBMAAAKRFTMOXHFERIFEME etct B etcdctl -end-
points=ETCDyNDPOINTS — —cacert =ETCD_CA FILE
—cert=ETCD,ERT,ILE — —key =ETCD KEY FILE

snapshot restore $BACKUP FILE

-data-dir=/opt/lib/etcd

EF etcd RS (BARSBMEIZTEERF) systemctl restart etcd

HH R E5ER{ER echo “Restore completed from $BACKUP FILE” i#F8: - etcdctl
snapshot restore s HFME etcd B, - MEENEIESEFME /opt/lib/etcd B
%, RE2EMRERER.
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